1E 1Pve 8t %8 Cilium

FMA Linux R4 HE BN =EM%% F4H %2 Kubernetes 2E£E.

1. Cilium At E

HERE IS kubeadm bootstrap, &g A Cilium.
Cilium hix A2 1.19.0.

cilium status

/7 \
/TN /7N Cilium: 0K
\_/T\_/ Operator: 0K
/7\_/"\ Envoy DaemonSet: 0K
\_/\_/ Hubble Relay: 0K
\_/ ClusterMesh: disabled
DaemonSet cilium Desired: 3, Ready: 3/3,
Available: 3/3
DaemonSet cilium-envoy Desired: 3, Ready: 3/3,
Available: 3/3
Deployment cilium-operator Desired: 1, Ready: 1/1,
Available: 1/1
Deployment hubble-relay Desired: 1, Ready: 1/1,

Available: 1/1

AIPAEF, cilium DaemonSet 1F 3 N1 _FiafT. R & Dell R630 5 W RAER]— 38
AL, B— B8 HIE WireGuard HERZZIR L. X MAHNFRINEE —EHEM =R
R IRAR.



| Router  4------mmmmii - +2001:db8::3:0/112|
S +-+ 2001:db8:0:2::2/64| Pod CIDR
2001:db8:0:1::1/64| | C |
| L +
I
I
I

I
I
I
2001:db8:0:1::2/64| 2001:db8:0:1::3/64|

+-mmmm- tommmme e + +-mmmm- tommmem e +
| 2001:db8::/112 | |2001:db8::1:0/112|
| Pod CIDR | | Pod CIDR

I A I I B I
oo o +

K1 ABFIC EI’\JIEII*+
B17
cilium connectivity perf
SRR DUAE] 10 Gbps, BELIZIAEE 10G W45 HY_ERR.
b, Cilium 274 Pod BB 518 EHIAHFEIA) MTU, Pod [A] ELEth AT DAfE A B A .
Helm values H15 258 B8 f25AH S BC B4 T

routingMode: native
ipam:
mode: kubernetes
ipv4:
enabled: false
ipv6:
enabled: true
operator:
replicas: 1
k8s:
requireIPv6PodCIDR: true
requireIPv4PodCIDR: false
kubeProxyReplacement: true

autoDirectNodeRoutes: true



directRoutingSkipUnreachable: true
ipv6NativeRoutingCIDR: "2001:db8::/32"
enableIPvb6Masquerade: false
bpf:

lbExternalClusterIP: true
hubble:

enabled: true

relay:

enabled: true

2. Linux A4S H

FLrRANES S 2 EREHSCHY/2 BA R LI

# FAERHBER, FH VXLAN/Geneve FEEE %
routingMode: native
# {#f Cilium eBPF datapath #f{ kube-proxy ¥ Kubernetes Service #%&
kubeProxyReplacement: true
# MRSV RATE—DZEMZ, HIHETRZBEINE i PodCIDR AYEZERH
autoDirectNodeRoutes: true
# ZOEINE EARIER S Linux BREARGEE, RFREM SNAT
ipv6NativeRoutingCIDR: "2001:db8::/32"
# M Cilium *f Pod/endpoint &) IPv6 Ji&f# masquerade
enableIPvb6Masquerade: false
# UFMEEESNIF ClusterIP 28%UfY) Service
bpf:

lbExternalClusterIP: true

Kubernetes 2518 & 75 21 & PA T B An:

1. HRZIEEEEE

2. [Al—1 M Pod M EIE(E
3. AFETT R Pod tHEIE(E
4. Pod FfE F 71 KUBAE

5. Pod FIH At RUE{E

6. LI Service CIDR %

XA B 1, fERARH S, MCELE R R, BR Service CIDR % 25N B ARER A LA
Linux #&H 52K,

2001:db8:0:1::/64 dev eth0
2001:db8::/112 via 2001:db8:0:1::1 dev ethO



2001:db8::1:0/112 via 2001:db8:0:1::2 dev eth0O

2001:db8:0:2::/64 dev wg0
2001:db8::2:0/112 via 2001:db8:0:2::1 dev wg0

Service CIDR it & FH Cilium [ BPF service load balancer AL, iX N —7E R I A nftables
EH DNAT #LU): & U122 TE socket JZ1E Service frontend X5 {31 backend; 415
socket load balancer &, & 2| TC/TCX Y packet path, TE#2 11 LY BPF #2/7 H il
service lookup FIHIIENE .

TEPAERVECE R, AR — D 80 m] AR S2 B B Service CIDR FUHL.
2.1. Cilium TEWP S

M A Y nftables HEEB XML, XHEIFAZ kube-proxy 7E nat REREH—H
KUBE-SVC-* KRIUIAYAEAY. FEIX D IPv6-only BHfH, Kubernetes M| 3222 B N KUBE -KUBELET -
CANARY Z RAYIREHGE, BRI A T ELZE K Cilium H CAYHE:

table ip6 raw {
chain PREROUTING {
type filter hook prerouting priority raw; policy accept;
jump CILIUM PRE raw

chain OUTPUT {
type filter hook output priority raw; policy accept;
jump CILIUM OUTPUT raw

table ip6 mangle {
chain PREROUTING A{
type filter hook prerouting priority mangle; policy accept;
jump CILIUM PRE mangle

table ip6 nat {
chain POSTROUTING {
type nat hook postrouting priority srcnat; policy accept;
jump CILIUM POST nat



chain CILIUM POST nat {
}

table ip6 filter {
chain INPUT {
type filter hook input priority filter; policy accept;
jump CILIUM INPUT

chain OUTPUT {
type filter hook output priority filter; policy accept;
jump CILIUM OUTPUT

chain FORWARD {
type filter hook forward priority filter; policy accept;
jump CILIUM FORWARD

}
IXEERIN A /2 Cilium fE netfilter F B FAVEHBIEEAZ, M2 Service rewrite A &

1. AMERHE N P IPve 55423 PREROUTING, FEBEE Cilium FAIFRALFEEE,

2. fEFENLE L HAYESTE outpuT BEE CILIUM OUTPUT raw/ CILIUM OUTPUT.

3. FTEEE R I STE FoRWARD BEF] CILIUM FORWARD. HiAH cilium host, cilium net, Ixc*
XLEEZ O, Pod veth, Cilium host 1T % &2 #ELHMA Cilium B
R,

Service rewrite FYN. B 7 ZM BPF I IA. Cilium agent HYIRZNEEH Z| kube-proxy
replacement CL48)5 H, native routing Z AMY EHLM 2t H BPF &

kubectl -n kube-system exec ds/cilium -- cilium-dbg status --verbose
KubeProxyReplacement: True

Routing: Network: Native Host: BPF

Attach Mode: TCX

C.& %A BPF 27, Fl Service MOHR R BHEA 2 M

bpftool prog show
cgroup sock addr name cil sock6 connect
cgroup sock addr name cil sock6_sendmsg



cgroup sock addr name cil sock6 recvmsg

sched cls name cil from container
sched cls name cil from netdev
sched cls name cil to netdev

cil sock6 connect,cil sock6 sendmsg, cil sock6 recvmsg J& T cgroup socket hook. Pod
o fE EHUHARIERE Service IP B, Cilium P PATEIX2E hook HE 1] service map, PR
backend, F1 socket B HARHIIEILER backend Mk, IX— 25 & A= 7E A AN F S s 9 2% £,
Z i, Flr DA nftables B2 HEX B AY DNAT FLN.

cil from container, cil from netdev, cil to netdev % sched cls F2FMHHESE TC/TCX
packet path | M{iE A E socket-LB, B 77 B AL 12 1 EURSAL BN, X272 H A
—Z% service map AR K.

Service frontend F1 backend FXf M. ¢ R RAAE Cilium Y BPF LB map 4 H:

kubectl -n kube-system exec ds/cilium -- cilium-dbg bpf 1b list

SERVICE ADDRESS BACKEND ADDRESS
[2001:db8:10:96::a]:53/UDP [2001:db8:1::10]:53/UDP
[2001:db8:10:96::a]:53/UDP [2001:db8:1::11]:53/UDP

% —%IJ& Service frontend, 25 _ ;& 5ZFR backend. socket-LB Fl TC/TCX F&FEF =i X
K map HOEBFINS ; XHIRTE TG KAAE socket EILZ packet path .
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